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This talk

e Tricks to cheat disassemblers
= objdump, readelf, IDA Pro, etc.




|IDA Pro

e The best tool for reverse-engineering
e Take it as examples in this talk




anti-reverse-engineering
o Ix-#£[o] T72

e Whatyouseeis NOT whatitreallyis
o IDAPro ##EIEREE - BEREREREIN




Introduction to ELF




ELF

Executable and Linkable Format

o Linux BUFAITIEIE TN




Header B =1&

e ELF header

e Section header (not important here)
e Program header




ELF header
Program header table

Section header table




ELF header

e ELF ERAEI A
o EARE

m class: 32/ 64-bit
= arch: x86/ARM /MIPS..
= }Z0A section / program header B\ &




Section header
o 4mEEMTEA FEERYEEN (static linker)

. {EELF R EMIER
e .text, .rodata,etc.




Program header
o HITHFHA FERIERN

e Needed Libraries, Segment Permissions, etc.
e f1Z—35k DYNAMIC table




~ DYNAMIC
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Example

using std::cout;

int main() {
char s[100] = {};
scanf("%99s", s);
cout << "Hello, " << s << "!\n";
return O0;




_ DYNAMIC

e Need libraries: libc.so.6, libstdc++.50.6

e Need functions: scanf & std: :cout
e 1d.sotR#E DYNAMIC ZE# function fiztlt




In this talk
HR &R IDA Pro #24fr{zHY _DYNAMIC table

e.g. IDAPro 852 printf (EEE X system
O-day bug in Linux kernel
Bug(?) in ld.so




The Linux O-day bug




sk— N PT LOAD




PT LOAD
e 7£ Program header &

e —fR=ZHEMIE PT LOADentry
o T UN{alAF ELF 18 Z=BRETE] memory




PT LOAD

Program Headers:
Type

PHDR

INTERP

Offset

FileSiz
0x0000000000000040
0x00000000000001f8
0x0000000000000238
0x000000000000001c

VirtAddr PhysAddr

MemSiz Flags Align
0x0000000000400040 0x000VVVVCV400040
0x00000000000001f8 R 0x8
0x0000000000400238 Ox0VVVVVVLOV400238
0x000000000000001c R 0Ox1

[Requesting program interpreter: /1ib64/1ld-1inhux-x86-64.s0.2]

LOAD

LOAD

0x0000000000000000
0x00000000000007d3
0x0000000000000ed8
0x0000000000000238

0x0000000000400000 0x0000V0VVVV400000
0x00000000000007d8 R E 0x200000
0x0000000000600e08 x0000000000600e08
0x0000000000000240 RW 0x200000

DYNAMIC

NOTE

GNU_EH_FRAME

GNU_STACK

GNU_RELRO

0x0000000000000e20
0x00000000000001d0
0x0000000000000254
0x0000000000000044
0x0000000000000674
0x0000000000000044
0x0000000000000000
0x0000000000000000
0x0000000000000ed8
0x00000000000001f8

0x0000000000600e20 0x0000000000600e20
0x00000000000001dd RW Ox8
0x0000000000400254 0x0000VVVVVR400254
0x0000000000000044 R Ox4
0x0000000000400674 0x0000VVVVVV400674
0x0000000000000044 R Ox4
0x0000000000000000 0x0000000000000000
0x0000000000000000 RW 0x10
0x0000000000600e08 0xV0000VVVOV60Ved8
0x00000000000001f8 R 0x1




Memory mapping

ELF file In memory

0x400000
ELF header

' program header |
many tables.. executable
executable code
.rodata
.eh_frame 0x400e08
init_array/.fini_array
.dynamic

0x600e08
.data/.bss

data




Linux#execve

PIT—SEFHRET




linux/fs/binfmt elf.c#load elf binary

e Read and check ELF header
e Parse program header
= PT INTERP

= PT LOAD
= PT GNU STACK
e Setup AUXV




AUXV
AUXiliary Vector

[EIE—LEEEN 45 interpreter(ld.so)

e AT PHDR
e AT ENTRY
e AT UID




Flow of execve

execve ("a.out",

load elf binary

mmap (PT LOADs)
load elf interp (1d.so)

create elf tables (AUXV)

kernel space

*phdr, phnum, *entry, *auxv

ld.so#dl main

load libraries
elf dynamic do rela (relocation)
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e Kernel 5tE AT PHDRBIARAL




i

binfmt elf.c#create elf tables

NEW_AUX ENT (AT HWCAP, ELF_HWCAP);

NEW_AUX ENT (AT PAGESZ, ELF_EXEC PAGESIZE);

NEW AUX ENT (AT CLKTCK, CLOCKS PER SEC);

NEW_AUX_ ENT(AT_PHDR, load addr + exec->e phoff);

NEW_ AUX ENT (AT PHENT, sizeof(struct elf phdr));
NEW_AUX ENT (AT PHNUM, exec->e phnum);

NEW_AUX ENT(AT BASE, interp load addr);

NEW AUX ENT (AT FLAGS, 0);

NEW _AUX ENT(AT_ ENTRY, exec->e_entry);

NEW_ AUX ENT(AT UID, from kuid munged(cred->user ns, cred->uid));
NEW_AUX ENT(AT EUID, from kuid munged(cred->user_ns, cred->euid));
NEW_ AUX ENT(AT GID, from kgid munged(cred->user ns, cred->gid));
NEW AUX ENT(AT EGID, from kgid munged(cred->user ns, cred->egid));
NEW AUX ENT(AT_ SECURE, bprm->secureexec);

NEW_ AUX ENT (AT RANDOM, (elf addr t)(unsigned long)u rand bytes);




Normally

load addr exec->e phoff
0x400000  0Ox40 0x400040




load addris

The first LOADed address




ELF file

ELF header

program header
many tables..

executable code
.rodata
.eh_frame
init_array/.fini_array
.dynamic
.data/.bss

In memory

0x400000

executable

0x400e08

0x600e08

data




Nobody promises PHDR is located in the first PT LOAD




Put PHDR in the second PT LOAD




ELF file In memory

0x400000
ELF header T

load_addr

0x604000

0X4OOO = \\ |

0x204000
program header
0x804000
program header




Effect

e Kernel loads binary correctly
e But kernel cheats ld.so the address of PHDR




o |d.so RY1TAER) BYARAE = AE]




|d.so E{{1EE?
H AL

e | oad shared libraries
e Process dynamic relocation




_DYNAMIC

Tag Type
?x0000000000000001

(NEEDED)

Name/Value
Shared library: [libc.so0.6]

0x000000000000000C
0x000000000000000d
0x0000000000000019
0x000000000000001b
0x000000000000001a
0x000000000000001c

(INIT)

(FINI)
(INIT_ARRAY)
(INIT_ARRAYSZ)
(FINI_ARRAY)
(FINI_ARRAYSZ)

0x4003c8
0x400584
0x600e08
8 (bytes)
0x600e10
16 (bytes)

0x000000006f fffefS

(GNU_HASH)

0x400298

0x0000000000000005
0x0000000000000006
0x000000000000000a
0x000000000000000b
0x0000000000000015
0x0000000000000003
0x0000000000000002
0x0000000000000014
0x0000000000000017
0x0000000000000007
0x0000000000000008
0x0000000000000009
0x000000006ffffffe
0x000000006f fFffff
0x000000006f fffff@

(STRTAB)
(SYMTAB)
(STRSZ)
(SYMENT)
(DEBUG)
(PLTGOT)
(PLTRELSZ)
(PLTREL)
(IMPREL)
(RELA)
(RELASZ)
(RELAENT)
(VERNEED)
(VERNEEDNUM)
(VERSYM)

0x400318
0x4002b8
61 (bytes)
24 (bytes)
0x0
0x601000
24 (bytes)
RELA
0x4003b0
0x400380
48 (bytes)
24 (bytes)
0x400360

1

0x400356

0x0000000000000000

(NULL)

0x0




A function B=F

e cg. printf->system







Relocation

o type 1: BEMTH} scanf B & E[0] scanf@got

o type 2: e E B FEIEE UL
= put backdoor on scanf@got




B35 relocation table
e IDALAAE R scanf

o BF& I relocate E£1&FT
o EMFEFNRED T AT ZHE51R




int ret = (args) ;

if (trigger(args))
backdoor () ;
return ret;

call 5f0 < plt>
lea rdx, [rbp-0xe0]
lea rax, [rbp-0x70]




Demo

4.27




Let's play ld.so




PT PHDR in Program header




PT PHDR points to itself

ELF file

ELF header

program header

PT PHDR
PT LOAD

PT LOAD




glibc/elf/rtld.c#1147

for (ph = phdr; ph < &phdr[phnum]; ++ph)
switch (ph->p type) {
case PT PHDR:

main map->1 addr = phdr - ph->p vaddr;
break;
case PT DYNAMIC:

main map->1 1d = main map->1 addr + ph->p vaddr;
break;




33 PT PHDR

|d.so @5 E A= binary BYE RN




~ the Linux kernel bug

Program header for kernel # for Id.so




AGFR?

e |d.so 322 binary BOEEALLL

e ERINBBFKZ

= BZIEIERE SRRV




RSB program header

PT_PHDR main map->1 addr = phdr - ph->p vaddr

PT LOAD

PT LOAD

PT_DYNAMIC main map->1 1d = main map->1 addr + ph->p vaddr




—{E{EE 4%

Use two PT PHDRS




glibc/elf/rtld.c#1147

for (ph = phdr; ph < &phdr[phnum]; ++ph)
switch (ph->p type) {
case PT PHDR:

main map->1 addr = phdr - ph->p vaddr;
break;
case PT DYNAMIC:

main map->1 1d = main map->1 addr + ph->p vaddr;
break;




Two PT PHDRS

PT_PHDR main map->1 addr = phdr - ph->p vaddr

PT_DYNAMIC main map->1 1ld = main map->1 addr + ph->p vaddr

PT_PHDR main map->1 addr = phdr - ph->p vaddr

PT LOAD

PT LOAD




1535 DYNAMIC

= 1B3& relocation




Demo

e Giventwo ELFs
e [ ooks like A in IDA Pro but actually B




Conclusion




The Linux kernel O-day bug

Kernel calculates PHDR incorrectly

ld.so gets wrong address of program header




ld.so

ld.sousing PT PHDR for calculating base address

Nobody checks correctness of PT PHDR




o IREYIAFAE
o EEMEINSZBEEFREEHR

= {A%& DYNAMIC table

= (EECHSEAT
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